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I. PURPOSE

Provide a procedure to verify that patient results are accurately transmitted from the point of data entry to patient reports or otherwise validate the integrity of laboratory results interfaced to providers and or practices outside of the Health System.

II. SCOPE

a. The process steps included in this document will be executed at the inception of a new interface connection between Hospital Owned Laboratory Information System (LIS) and a private practice EMR outside of the Health System prior to first live use sharing actual patient information

b. Electronic Interfaces can be implemented in one of two forms:

i. Results Only: Laboratory results are sent electronically to Practices/Providers computer system. Incoming orders and/or requisitions will be sent to Hospital either via paper documentation or directly entered into a web portal

ii. Bi-Directional: Orders are entered in within the connected practice EMR and interfaced to the Laboratory Information System (LIS) and results are returned electronically to the practice EMR

c. A Results Only or Bi-Directional interface can be established as either, a direct connection between the practice EMR and the Health System Information Systems or with the use of an intermediary system to process the electronic messages.

d. Hospital IT works collaboratively with but does not manage the intermediary systems including privately hosted solutions as well as regional health exchanges.

III. PROCEDURE

a. Hospital IT will validate and confirm all technical components for quality including

i. VPN or other network security features

ii. Adherence to HL7 standards 

iii. Installation of software at the client site to support transmission of electronic information

b. Hospital IT will work with client site to obtain screen prints and/or printed reports of test results from the client EMR

i. Sample results will include 2 examples from each of the following categories

1. Surgical Pathology reports

2. Cytopathology reports (preferably gynecologic and non-gynecologic)

3. Clinical laboratory textual reports (e.g. molecular, protein electrophoresis, coagulation panel interpretation)

4. Quantitative results (e.g. chemistry, hematology, or coagulation)

5. Qualitative or categorical results (e.g. serology)

6. Microbiology reports (e.g. culture and antimicrobial sensitivity)

7. Blood bank reports (e.g. type and screen)

ii. A given client may elect to not send orders from any of the previously documented categories and as such will be documented as not applicable for that site

iii. If the client intends to send only one test for a given category, that one test will be included for verification. There will not be 2 examples from a given category if Health System labs will not be providing results for more than 1 type of test in that category.

iv. Interface validation will include examples of (where applicable and except where prohibited by client elections)

1. Individual results

2. Test packages

3. Abnormal Flags

4. Results with comments and/or footnotes

5. Corrected results

c. Hospital IT will compile the client sample results with corresponding reports from the Hospital LIS and completely fill out Interface Result Integrity Pre Go-Live Verification report for review by Laboratory leadership

d. Following review of documented test examples by laboratory leadership, test results will receive final review and validation signature from the Medical Director of the Laboratory or his specific designee

e. Upon receipt of the Clinical Verification signature from the Medical Director or his designee the IT Application Manager will review all technical components with Hospital IT and Certify via signature the ready functionality of the interface

IV. APPROVAL

a. Receipt of Clinical Verification from the Laboratory Medical Director and IT Certification from the IT Application Manager constitutes approval for activation of the interface.

b. Hospital IT will schedule a Go-Live date with client and any associated support vendor

V. ALLOWANCES

a. Because tests supplied for verification are generated from a non-live environment, some difference may be encountered during regular production operation

b. It will be incumbent on the IT team to monitor live results for deviation from the verified results and call out any observed or customer reported variations for reexamination by the Medical Director

VI. DOCUMENTATION

a. Completed Verification-Certification documents with supporting sample test results as outlined in III.b-e will be scanned and submitted electronically to laboratory leadership

b. An electronic copy will also be maintained by IT

c. Original hard copies will be stored by the IT Application Manager

VII. ADDITIONAL INFORMATION

a. Interface requirements reference GEN.48500 from the College of American Pathologists Laboratory General Checklist regarding interfaces
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